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Ce este phish

Has Your Settlement Check Arrived | ? ------ 4821141720 © spam x &5 &
o ®Case evaluations[j] PESAnNXTSW@6fsjp2etjvfahweizh.us via yruestfyujuyiltyse sytes.net Thu, Mar 17, 6:19 PM (7 hours ago) Yy 4
W toedi33416 -

Why is this message in spam? It is similar to messages that were identified as spam in the past.

Report not spam

Settlement Payment Came In ?

Due to your involvement in a class action or
injurylawsuit,a settlement payment may have just
camein at the following webpage

Go there now to accept what's reserved in your
name.

>> ACCEPT SETTLEMENT PAYMENT <<
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Fake "apple.com™

Real "apple.com”

Glyph Unicode Name Unicode Hex Glyph Unicode Name Unicode Hex
a Cyrillic small letter A U+0430 a Latin small letter A U+0061
D Cyrillic small letter Er U+0440 D Latin small letter P U+0070
I Cyrillic small letter Palochka U+04CF I Latin small letter L U+006C
e Cyrillic small letter le U+0435 e Latin small letter E U+0065

Xudong Zheng, 14 Aprilie 2017




Fake "apple.com™

Glyph pr———s ettt o o Unicode Hex
Cy  Hey there! X =+ U+0061
D Cy U+0070
' O € O 8 https//www.apple.com U+006C
e Cy = - U+0065

& www.apple.com

Secure Connection



Exploateazd natura u

Lucrurile familiare nu ne vor face rau
Suntem constant pe fugad
Totusi, am invatat sad ne uitdm cu atentie la:

 Adresa site-uli navigat
e Adresa sursd a emailului



Creativitatea'c tdbqtor o

Josephine Wolff, Conf. In Securitate Ciberneticd, Tufts
University

In timpul pandemiei din 2020 a primit un email

- Emailul era de pe o adresa valida a universitatii
 Universitatea oferea sprijin pentru a face fata situatiei
- Emailul era scris corect gramatical si bine structurat
 Trebuia completat un document

Acesta era un atac bine realizat



Oricine prezintd interes

Prin impersonarea unei persoane reale, mesajul capatad
incredere

Poti reprezenta o etapad dintr-un atac mai elaborat

BotNet



Documente

Microsoft Word si Microsoft Excel suportd macro definitii

Utilizatorul poate scrie functii pentru automatizarea
sarcinilor repetitive

Un atacator le poate exploata



LIVE DEMO
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