Eduard Staniloiu

Cross-Site Request Forgery - CSRF

Masterclass /

A ~ E
s~\c@demy -
Investeste in viitorul tau. 4 =
Digitalizarea nu mai este doar o optiune! . - /

H

europroject




Introducerei

(____W Request
| S— — < _é_

Response

Facebook



Introducerei

Request Cookies

MName

Xs

x-referer
usida

sb

presence
m_pixel_ratio
fr

dpr

datr

c_user

GET https://www.facebook.com/

A

v

Pagina HTML + Cookie

show filtered out request cookies

Value Domain Path (pire... Size
28%3ACUNTIX_CG50GUQ%%3A2%3A1637085... | facebo...
eylyljoiL.2dyb3Vwcy9jaXByaWFuY2I1Y3Vnecn...  .facebo...
%6 7B%22ver22%3A1%2C%221d%22% %2...  facebo...

_DrW412_ViwuhZAfnyFKmMNEH facebo...

67 B%622t3%622%3A%5B%5D%2C%22utc3... | facebo...
1.25 facebo...
O0gxjed57/TSwBXIHHu.AWUBEZS6tleCxlkR8ad... | facebo...
1.25 facebo...
CimXX4dysQZ2UfNwRr172meYQ facebo...
100001246595237 facebo...

S T TR TR TR TR e T T e

HitpO..

v

Same...

None
Maone
None

Maone

Same...

=

Partiti...

Priority

Mediu... A
Mediu...

Mediu... §
Mediu...
Mediu...
Mediu...
Mediu...
Mediu...
Mediu...
Mediu...




osite Cookie-urile

Autentificare aplicatie web

Pagina HTML + Cookie

Request + Cookie

OK

Facebook



Cross Domain Access controls
\ | & |

google.com

<iframe>

facebook.com

Same Origin Policy v




Cross Domain Access controls
\ | &

atacator.com

Da-mi informatiile utilizatorului

Same Origin Policy facebook.com




Cross Domai
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