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Ce este stega

Ascunderead informatiilor

Cu ce difera de criptografie
- Criptografia asigura criptarea datelor

« Observdm ca existd un canal de comunicare, dar mesajul este
criptat

Steganografia ascunde faptul cd exista un canal de
comunicare



Steganografie in format fizic
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SALUDOS LOVED ONE
4 & 1 2 3 4 s

SO TODAY THEARD FROM UNCLE MOEOVER THE PHONE. HE 10OLD
ME THAT YOU AND ME GO THE SAME BIRTHDAY. HLE SAYS YOUR TIME THERE
TESTED YOUR STRENGTH SOSTAY POSITIVE AT SUCH TIMES. '™ FOR ALL THAT
CLEAN LIVING! METHAMPHETAMINES WASMY DOWN FALL. 1HE PROGRAM I'M
STARTING THE NINTH ISONE I HEARD OF A COUPLE WEEKS BEFORE SEPTEMBER
THROUGH MY COUNSELOR BARRIOS. BLUT MY MEDICAL INSURANCE COVERAGE
DENIES THEY COVERIT. I'™M USING MY TIME TO CHECK ANDIF THE INSURANCE
AGENT DENIES STILL MY COVERAGE I'M GETTING TOGETHER PAPERWORK
SAYING I TESTED FOR THIS TREATMENT REQUIRED_ON THE CHILD CUSTODY.
THE NINTH WILL MEAN THAVE 1ESTED MY DETERMINATION TO CHANGE. ON
THE NEXT FREE WEEKEND 1HE KIDS ARE COMING, BUT EIRST | GOTTA SHOW
CAROLINA M STAYING OUT OF TROUBLE WAITING TO GET MYSELF ADMITTED
ON THE PROGRAM. THE SUPPORTING PAPERWORK THAT THE FAMILY COURTS
GOT WILL ALSO PROVE THERE'S NO REASON NEITHER FOR A WIINESS ON MY
CHILDREN'S VISITS. OF COURSE MY BRO HAS HIS MIND MADE UP OF RECENT
THAT ALL THIS DRUG LSAGE DON'TCONCERN OUR VISITS. I THINK THAT MY
KIDS EEELINEED THEIR LOVE IE TM GONNA BE COOL. GUILTY FEELINGS RISE ON
ACCOUNTOQETHE MISTAKES | COULD WRITEUP. FORDAYS I'M HERE. HEGOTA
GOODHEART. SHOULD YOU BE HAVING PROBLEMS BE ASSURED THAT WHEN
YOU HIT THE STREETS WE'LL BE CONSIDERING YOU.....



Steganografia in formc

Ascunderea informatiilor folosind fisiere media
* Fisiere audio

* Fisiere video

* Imagini




Reprezentarea datelor
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Un numar pe 8biti are valori intre 0 - 255
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PNG image data, 3500 x 2333, 8-bit/color RGB



Reprezentarea datelor

8-bit/color RGB Red Green Blue
0 — 255 0 — 255 0 — 255




Reprezentore O

8—bit/co|or RGB Red Green Blue

RGB

93, 10, 120




Modificarile

RGB(0, 0, 255) RGB(0, 0, 253)

111111f1] 11111




Steganografie LSB

RGB(0, 0, 255) rGB(0f0] 253)
11111101] 11111
LSB LSB
A 401pdoo01

PNG image data, 3500 x 2333, 8-bit/color RGB

3500 * 2333 * 3 = 24,496,500 numere 8 biti
24,496,500 / 4 = 6,124,125 caractere



Pentru ce est

Persoane, organizatii care vor sa ascundd faptul ca
transmit informatii

Digital watermarking
« Copyright
- |dentificarea persoanelor care distribuie material ilegal



LIVE DEMO
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