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Asigurda anonimitatea in Internet '
Cu ce difera de criptografie '
- Criptografia asigura criptarea datelor

« Observam ca existd un canal de comunicare, dar mesajul este
criptat

Tor ascunde faptul cd existd un canal de comunicare



Ce este Tor?

Anonimitate online: 1) software, 2) reteq, 3) protocol
Open Source si gratuit
Comunitate de cercetadtori, dezvoltatori si utilizatori

Finantat de catre US DoD, Google, Human Rights Watch,
etc
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Utilitatea anonimitatii

Anonimitatea este utila pentru diferite grupuri

 Cetateni — intimitate, spatiu privat

- Afaceri — securitatea retelei

» Guverne - rezistentd la analiza traficului / comunicatiilor

» Activisti pentru drepturile omului — sigurantd si acces la
iInformatii



Anonimitatec

Virusi
Ligellelal
Vlunerabilitati

BotNets

Spionaj
DDoS Phishing
Ransomware
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Arhitectura retelei Tor
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Arhitectura retelei Tor
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Arhitectura retelei Tor
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Aspecte importante

Latentd crescuta => timp de raspuns mai mare folosind
protocolul Tor

NI, N2, N3 pot fi oriunde pe glob

Nodurile parte din reteaua Tor trebuie sa fie puternice
dpdv computational

Comunicarea cu destinatia trebuie sa foloseasca in
continuare un canal criptat: ex. HTTPS, nu HTTP



Tor Project

https://www.torproject.org/

Organizatie non-profit promoveazad dreptul intimitatii si al
libertatii

Dezvoltd Tor Browser


https://www.torproject.org/

Tor Project

Connect to Tor O
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Connect to Tor

Tor Browser routes your traffic over the Tor Netwark, run by thousands of
volunteers around the world.

Always connect automatically

Tor Network Settings



Tor Project

About Tor =5 O

C Search with DuckDuckGo or enter address w O %

D Mew to Tor Browser? Tor Browser 11.0.4
Let’s get started. View Changelog

Explore. Privately.

You're ready for the world’s most private browsing experience.

with DuckDuckGo

Tor is free to use because of donations from people like you. Donate Now »

Questions? Check our Tor Browser Manual »

&) Get the latest news from Tor straight to your inbox. Sign up for Tor News. »

The Tor Project is a US 501(c)(3) non-profit organization advancing human rights and freedoms by creating and deploying free and open source anonymity and
privacy technologies, supporting their unrestricted availability and use, and furthering their scientific and popular understanding. Get Involved »




Utilizatori Tor

The anonymous
Internet
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Tor nu este ilegal

Tor este un protocol de comunicatie care asigurd
anonimitatea

Reteauaq Tor este o retea de noduri care implementeazd
protocolul

Tor Browser poate fi folosit pentru a naviga pe Internet

Timpul de rdspuns este mai mare atunci cand folosim Tor
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